
úfYaI igyk 9 

;dlaIK m%;s.%yKh iy ihsn¾ wdrlaIdj flfrys fldúâ -19 ys n,mEï

ye¢kaùu

2020 jir ;=<" fldúâ-19 jix.;h f,dj mqrd 

ck;djf.a Ôjk rgdfõ fmr fkdjQ fjkila we;s 

lf<ah' idïm%odhsl NdKav yd fiajd i|yd we;s b,a¨u 

ie,lsh hq;= f,i fjkia jQ w;r f;dr;=re ;dlaIKh 

yd iïnkaO fiajdjka i|yd we;s b,a¨u laI‚lj jeä 

úh' fuu kj m%jK;dj,g wkq.; ùu" Okd;aul yd 

RKd;aul n,mEï we;s lrk kj fj<|fmd< iy 

wjia:djka ks¾udKh lsÍug fya;= úh' j¾;udk 

;;a;ajh ;=< wdh;k iy fmdÿ ck;dj w;r wjOdkh 

Èkdf.k we;s tjeks m%Odk ud;Dld folla jkafka 

ihsn¾ wdrlaIdj iy ihsn¾ wmrdO h'1 

f;dr;=re ;dlaIKh mokï lr.;a kj wd¾Ól l%shdldrlï

jix.;h fya;=fjka rgj,a úiska wkq.ukh lrk 

,o ixprK  iSud lsÍï ksid idïm%odhsl wd¾Ól 

l%shdldrlï ys kj m%jK;d u;= úh' f;dr;=re 

;dlaIKh yd wod< fiajdjka u; fndfydaÿrg r|d 

mj;sk tjeks m%Odk m%jK;d lsysmhla my; bÈßm;a 

lr we;'

w&  ksjfia isg rdcldß lsÍu 

jix.;fha m<uq /,a, w;r;=r" fndfyda rgj,g 

ie,lsh hq;= mQ¾j w;aoelSï fyda jix.;fhka mek 

k.sk kj ;;a;aajhkag uqyqK §ug iQodkula fkd;snq‚' 

ffjrih me;sÍu uevmeje;aùu i|yd rgj,a mqrd 

laI‚l m%;spdrh jQfha úúOdldrfha ixprK iSud 

mekùuhs' fuu yÈis fjki fya;=fjka fN!;sl 

fiajd ia:dkj, isg fiajh l, fiajlhskag ksjfia 

isg rdcldß lsÍfï l%uh fj; läkñka udre ùug 

isÿ úh' ta i|yd iqÿiq há;, myiqlï fiajlhskag 

fyda wdh;kj,g m%udKj;aj fkd;snq‚' fuu .eg¨j 

,emafgdma jeks WmlrK iïnkaOfhka muKla fkdj" 

wdh;ksl moaO;s iy cd, fj; wdrlaIs;j m%fõY ùu 

iïnkaOfhka o ksÍlaIKh úh' Bfï,a iy wka;¾cd, 

Ndú;h jeä ùug wu;rj" fndfyda wdh;k fï i|yd 

w;:H mqoa.,sl cd, (VPN)Ndú;d l<y' ;jo" uyd 

1 ihsn¾ wdrlaIdj hkq mß.Kl moaO;s" cd," jevigyka" 

Wmdx. iy o;a;" ihsn¾ m%ydr" ydks fyda wkjir 

m%fõYhkaf.ka wdrlaId lsÍu i|yd ;dlaIKhka" l%shdj,s 

iy md,khka fh§uhs' ihsn¾ wmrdO hkq mß.Klhla" 

cd,.; Wmdx.hla fyda cd,hla iïnkaO ´kEu idmrdë 

l%shdjls' fndfyda ihsn¾ wmrdO isÿ lrkq ,nkafka ihsn¾ 

wmrdOlrejkag ,dN Wmhd .ekSu i|yd jk w;r" iuyr 

ihsn¾ wmrdO mß.Kl fyda Wmdx.j,g Rcqju ydks 

lsÍug fyda wl%S%Sh lsÍug isÿ lrkq ,nk w;r wksIag 

uDÿldx." kS;s úfrdaë f;dr;=re" rEm fyda fjk;a øjH 

jHdma; lsÍu i|yd mß.Kl fyda cd, Ndú;d lrhs'

mßudKfhka rdcldß lghq;= lsÍu i|yd mqoa.,sl 

Wmdx. Ndú;d lsÍu" b;d flá ld,hla ;=< wdrïN 

úh' ms<s.;a m%ñ;Skag wkql+,j fuu mqoa.,sl Wmdx. 

fndfyduhla m%udKj;a f,i iqrlaIs; lr fkd;snq‚'

wd&  ux.; bf.kSu

wOHdmk wdh;k jßka jr jid oeóug isÿ jQ ksid 

ish¨u wOHdmk lghq;= iQï (Zoom)  iy uhsfl%dfid*aÜ 

àïia  (Microsoft Teams) jeks wka;¾cd, bf.kqï 

udOH Tiafia isÿ lsÍug .=rejre iy lÓldpd¾hjre 

we;=¿ b.ekaùfï ld¾h uKav, fhduq jQy' fuys§ 

isiqkag iyNd.S ùfï yelshdj j¾Okh lsÍu i|yd 

wka;¾cd, bf.kqï udOH fyda ta yd iudk jÜiawema 

(WhatsApp) jeks fjk;a udOH Ndú;d lrñka mdvï 

iy mejreï fnod fok ,§' fmr mdi,a isiqyq mjd 

wka;¾cd,h yryd .=rejreka iuÕ úkdä 30 isg meh 

1 olajd bf.kqï ieis wdrïN l<y' fouõmshkaf.a 

jeä md,khla fyda wjOdkhla fkdue;sj fmrg jvd 

È.= ld,hla wka;¾cd, myiqlï iys; cx.u Wmdx. 

Ndú;d lsÍug fuys§ isiqkag wjia:dj ysñ úh'

we&  B-jd‚cHh (E-commerce)
idïm%odhsl f,i fj<| ie,a yryd NdKav wf<ú 

lsÍfï fhÿkq fndfyda fjf<kafoda fõ.fhka ux.; 

úl=Kqï l%u fj; fhduq jQy' ta w;ru" fldúâ-19 

fõ.fhka me;sÍu je<elaùu i|yd mek jQ iudc wd¾Ól 

lghq;= iSud lsÍu iy ixprK iSudjka fya;=fjka 

.kqfokqlrefjda o fõ.fhka wka;¾cd, ñ,§ .ekSï 

fj; fhduq jQy' úl=Kqïlrejka iy .kqfokqlrejka 

b;d flá ld,hla ;=<  uyd mßudK jYfhka ux.; 

fõÈldj,g fhduq jqjo" wod< moaO;s Bg iß,k mßÈ 

ilia ù fkd;sîfuka tajd ì|jeàïj,g ,laúh' 

jix.;h ie,ls,a,g .ksñka fN!;sl uqo,a Ndú;h 

wvq ùula isÿ jQ w;r fï ksid o ux.; .kqfokq by< 

hEu isÿ úh'

wE&  ux.; uQ,H fiajd

fndfyda nexl= iy uQ,H wdh;k" ;u .kqfokqlrejkag 

nexl= YdLd fj; hEu wju lsÍu i|yd ux.; uQ,H 

fiajd Ndú;d lsÍug Wkkaÿ lf<ah' fuys m%;sM,hla 

f,i wka;¾cd, nexl= fjí wvú iy cx.u fhÿï 

Ndú;h jeä úh' f;dr;=re idlaIr;d uÜgu wvq 

mqoa.,hskag ffoksl wjYH;d i|yd fuu ux.; uQ,H 

fiajd Ndú;d lsÍug isÿ jQ w;r uQ,H fiajdjkays 

m%fõYh mq¿,a lsÍu i|yd fkdfhl=;a iSudjka ,sys,a 

lsÍug o isÿ úh'



b&  ixprK iSud fya;=fjka ux.; /iaùï iy iïuka;%K 

(virtual meetings and conferences) meje;aùu

jix.;h fya;=fjka mekjqKq ixprK iSud iy iudc 

ÿria: ks¾foaYhka iuÕ mqoa., /iaùï iy iïuka;%K" 

ux.; l%ufõo Tiafia meje;aùug wdh;kj,g isÿ 

úh' ux.; /iaùï uq¿ukskau kj ixl,amhla fkdjqk 

o" th ie,lsh hq;= fiajl msßilg" idfmalaIj kj 

w;aoelSula úh' úúO wdh;k fï i|yd úúO fuj,ï 

Ndú;d l< neúka th o;a; iqrlaIs;;djhg wNsfhda. 

lsysmhla t,a, lf<ah' nqoaêuh foam< iy fj<| ryia 

we;=¿ mq¿,a mrdihl ryiH f;dr;=re wka;¾cd,h 

yryd fnod.; hq;= jQ w;r /iaùï lghq;=j, 

ryiHNdjh wdrlaId lsÍu i|yd w;HjYH wdrlaIl 

mshjrhka ms<sn|j fndfyda /iaùï ixúOdhlhka iy  

iyNd.sjkakka oek isáfha ke;'

jix.;h fya;=fjka by< .sh wka;¾cd, Ndú;h ksid 
j¾Okh jQ ihsn¾ wmrdO

w&  ;;=ndk ^phishing& Bfï,a

ksjfia isg rdcldß lsÍu" ihsn¾ wmrdOlrejkag úúO 

j¾.fha ihsn¾ m%ydr Èh;a lsÍug lÈu wjia:djla 

ks¾udKh lr ÿks' fuu m%ydr j,ska fndfyduhla 

wdrïN jQfha whdÑ; ;eme,a $ ;;=ndk Bfï,aj,ska  

(spam/phishing email) jk w;r tuÕska Bfï,a Ndú;d 

lrkakkaf.a ixfõ§ yd ryiH f;dr;=re"  Tjqkaf.a 

wkqoekqulska f;drj fkdokakd f;jk md¾Yjhlg 

fy<s lsÍug" Bfï,a mßYS,lhskaj fmd<Ujhs' iuyr 

;;=nEï Bfï,a ks¾udKh lrk ,oafoa ksYaÑ; mqoa.,hska 

fyda ixúOdkhla b,lal lr .ksñks' fuu ;;=nEï 

Bfï,a b;d ixlS¾K l%u Ndú;d lrñka" whdÑ; ;eme,a 

fmryka (spam filter) u. yer mßYS,lhskaf.a Bfï,a 

moaO;s fj; <Õd fõ' fuu ish¨ f;dr;=re tla/ia 

lsÍfuka miqj ihsn¾ wmrdOlrejkag jHdmdrj, b;d 

;SrKd;aul f;dr;=re moaO;s fj; ihsn¾ m%ydr 

ie,iqï lsÍug iy l%shd;aul lsÍug yels jQ w;r 

tu.ska uQ,H m%;s,dN ,nd .ekSug o yels úh'

wd&  Wmdx. fmdÿfõ Ndú;d lsÍu iy wkjir uDÿldx. 
Ndú;h'

fndfyda isiqkag Tjqkaf.a wOHhk lghq;= i|yd 

foudmshkaf.a Wmdx. fnod .ekSug isÿ jk w;r ihsn¾ 

m%ydrlhska úiska fuu isiqka b,lal lr .ksñka 

ihsn¾ m%ydr Èh;a lrk ,§' fuys§ wksIag fjí wvú 

fj; msúi fkdñf,a ,efnk uDÿldx. iy mß.Kl 

l%Svd nd.; lr fuu Wmdx. fj; ia:dmkh lsÍug 

isiQyq keUqre fj;s' fkdñf,a ,efnk fuu uDÿldx. 

fndfyduhla iuÕ f;dr;=re fidrlï lsÍu" h;=re 

f,d.kh2  (keylogging)  iy wka;¾cd,hg iïnkaO 

2 mß.Kl h;=re mqjrejl ish¨u h;=re tîu ryis.;j 

ksÍlaIK fuj,ula f,i fyda T;a;= uDÿldx. f,i má.; 

lsÍu i|yd uDÿldx. jevigykla fyda oDvdx. Wmdx.hla 

^h;=re mqjrej& Ndú;d lsÍu

fjk;a Wmdx.j,g ihsn¾ m%ydr Èh;a lrk fndÜia3 

(bot) f,i l%shd lsÍu jeks úúO wruqKq i|yd Ndú;d 

lrk wksIag uDÿldx. ls%hd;aul fõ'

we&  jHdc fjí wvú $ fhÿï

B-jd‚cHfha W;amd;h iu. ihsn¾ wmrdOlrejkag" 

;;=ndk Bfï,a (spam email) heùfuka iy wka;¾cd, 

fj<|ie,la" nexl= fjí wvúhla f,i ujdmdñka jHdc 

fjí wvú fyda cx.u fhÿï ieliSu u.ska" Khm;a 

(credit card) úia;r jeks .kqfokqlrejkaf.a ixfõ§ 

o;a; fidrlï lsÍu b;d myiqfjka lr .; yels úh' 

iuyr ixúOdkd;aul wmrdOlrefjda úkaÈ;hskaf.ka 

ixfõ§ o;a; fidrlï lr úkaÈ;hskag wh;a nexl= 

.sKqï i|yd ux.; nexl= me;slv ks¾udKh lr fuu 

.sKqïj, uqo,a fidrlï lr;s'

wE&  f;dr;=re wdrlaIK wjOdkh ke;sùu

ksjfia isg rdcldß lsÍu" ÿria: m%fõYh iy fjk;a 

wjYH;d i|yd we;s b,a¨u jeäùu;a iuÕ fndfyda 

wdh;kj, f;dr;=re iqrlaIs;;dj flfrys ;snq 

wjOdkh .s,syS f.dia we;' f;dr;=re wdrlaIK 

jD;a;slhka o ksjfia isg jev lrk úg iy Tjqkaf.a 

wjOdkh fjk;a kj wNsfhda.hka fj; fhduq jk 

úg" ihsn¾ wdrlaIdj yd iïnkaO fmdÿ ld¾hhka 

^moaO;s hdj;ald,Sk lsÍï" meÉ l<ukdlrKh" 

f,d.a wëlaIKh" wdrlaIl isÿùï ms<sn| úu¾Ykh& 

wjOdkhg ,la fkdjk w;r fuu ;;a;ajhka o ihsn¾ 

m%ydrlhskag fyd| wjia:djla imhhs'

bÈß mshjr

jix.;fha meje;au flá l,la úh yels jqjo" tys 

n,mEu bÈß jir lsysmh ;=< mj;skq we;' tneúka" 

kj iïu;hkag wkql+,j bÈßhg hEug iy ihsn¾ 

wdrlaIKh iy ihsn¾ m%;sfrdaOh jeäÈhqKq lsÍug 

wdh;kj,g fláld,Sk" uOH ld,Sk yd È.= ld,Sk 

ie,iqï ;sîu w;HjYH fõ'

w&  ihsn¾ m%ydr i|yd Tfrd;a;= §fï yelshdj Yla;su;a 
lsÍu

ihsn¾ wmrdO ms<sn| kùlrKh b;d fõ.fhka 

by< hk ksid b;d by< uÜgfï ihsn¾ wdrlaIK 

mshjrhka wkq.ukh l< wdh;kj,g mjd Tjqka 

ihsn¾ m%ydrj,ska iïmQ¾Kfhkau wdrlaId ù we;s njg 

iy;sl ùug fkdyels ù ;sfí' iuyr wksIag uDÿldx. 

ienE m%ydrhla t,a, lsÍug fmr Èk 240 la jeks È.= 

ld,hla wdh;khl mß.Kl cd,hl wkdjrKh 

fkdù isáh yels hehs úYajdi flf¾' tuksid" fndfyda 

wdh;k oeka wjOdkh fhduq lrkafka ihsn¾ m%ydr 

3 iajhxl%Sh fyda wju ñksia ueÈy;aùulska ine|s fijqï 
f,i úOdk l%shd;aul lsÍug" m‚úvj,g ms<s;=re §ug 
fyda idudkH ld¾hhka l< yels uDÿldx. jevigykls



i|yd Tfrd;a;= §fï yelshdj ,nd .ekSu i|yd h' 

thska woyia jkafka" ihsn¾ m%ydrhla u.ska f;dr;=re 

;dlaIK moaO;s wl%Sh lrkq ,enqjfyd;a" wju 

n,mEulska hq;=j wdh;khg ish idudkH l%shdldß;ajh 

kej; wdrïN l< yels njhs' j,dl=¿ mß.KllrKh 

(cloud computing) we;=¿ f;dr;=re ;dlaIK há;, 

myiqlï l¾udka;fha j¾Okhka uÕska jHdmdrj,g 

wjYH ihsn¾ Tfrd;a;= §fï yelshdj <Õd lr .ekSug 

yels ù ;sfí'

wd&  jix.; wdY%s; ;;a;ajhka i|yd jHdmdr wLKav 
ie,iqïlrKh ^Business Continuity Planning& 

uQ,H wxYh we;=¿ fndfyda l¾udka; i|yd jHdmdr 

wLKav jevigyka ie,iqï lsÍu" mÍlaId lsÍu iy 

l%shd;aul lsÍu wksjd¾h fõ' fuu jHdmdr wLKav 

jevigykaj,ska fndfyduhla iajdNdúl fyda ñksid 

úiska idok ,o jHik" ;dlaI‚l wiu;aùï jeks 

mÍlaIK wjia:d wdjrKh lrhs' flfia fj;;a" 

jix.; wdY%s; jHdmdr wLKav jevigyka fndfyda 

ixúOdk ;=< l%shd;aul lr fyda mÍlaId lr fkdue;s 

nj ksÍlaIKh úh' jix.; wjia:djl úfYaI;ajh kï 

iudc wd¾Ól lghq;= iSud lsÍu fya;=fjka f;dr;=re 

moaO;s i|yd fN!;sl m%fõYh ,nd .; fkdyels ùu 

iy tajd yiqrejk úfYaI mqoa.,hska fkdue;s ùuh' 

fujeks wjia:djl f;dr;=re wdrlaIl jD;a;slhka f.a 

N+ñldj bgq l, yels fjk;a fiajlhka imhd .ekSu 

wdh;kj,g ÿIalr úh yelsh' fuu fiajlhskag 

jix.;h n,mdkafka kï" th tu úfYaIs; fiajd 

lafIa;%fha ßla;hla we;s lrhs' tneúka" wdh;kj,g 

Tjqkaf.a jHdmdr wLKav ie,iqïlrKh i|yd ÿria: 

jev lsÍfï úêúOdk iy m%udKj;a udkj iïm;a 

we;=<;a lsÍu w;HjYH fõ'

we&  m%udKj;a whjehla fjka lsÍu

ksjfia isg jev lsÍfï kj iïu;hka iuÕ" iSñ; 

m%fõYhka iy fjk;a oeä md,khkaf.ka wdrlaId l< 

f;dr;=re moaO;s wdrlaId lsÍu wdh;kj,g w;sYhska 

ÿIalr ù we;' fuu kj myiqlï i|yd bv fok w;ru" 

wdh;k Tjqkaf.a f;dr;=re ;dlaIK j;alï wdrlaId 

lsÍu i|yd flá yd È.= ld,Sk ie,iqï l%shd;aul 

l< hq;=h' ihsn¾ wdrlaIdj i|yd úYd, msßjehla 

oeÍug isÿ jk w;r f;dr;=re iqrlaIs;;dj i|yd 

whjehla fjka lsÍu úYd, mßudKfha wdh;kj,g 

mjd wmyiqh' f;dr;=re iqrlaIs;;djhg wod< iïm;a 

fnod yod .ekSu i|yd úúO lafIa;% ;=< wdh;k w;r 

iyfhda.s;dj È.= ld,Skj ieug m%fhdackj;a jkq 

we;' fláld,Skj" wdh;k ;u f;dr;=re ;dlaIK 

j;alï wdrlaId lr .ekSu i|yd mj;sk ihsn¾ 

wdrlaIK iïm;a Wmßu f,i Ndú;d lsÍu flfrys 

jeä wjOdkhla fhduq l< hq;=h'

wE&  mßYS,l oekqj;aNdjh

ihsn¾ wdrlaIKfha jeo.;au wx.h f,i mßYS,l 

oekqj;aNdjh ie,lsh yelsh" thg fya;=j jkafka 

moaO;s ÿ¾j,;d ks¾udKh lr ihsn¾ wmrdOlrejkag 

wdh;ksl moaO;sj,g we;=¿ùug u. i,ikafka 

mßYS,lhka jk neúks' rdcldß yd fm!oa.,sl 

ld¾hhka w;r meyeÈ,s fjkila fkdmj;sk w;r ks, 

ld¾hhka i|yd mqoa.,sl Wmdx.;a mqoa.,sl ld¾hhka 

i|yd ks, Wmdx.;a  Ndú;d lsÍu ks;ru isÿ fõ' 

tneúka" wjYH wdrlaIl wx. iuÕ tjeks WmlrK ksis 

f,i kv;a;= fkdflf¾ kï fuh o ihsn¾ wdrlaIdjg 

wjodkula fõ' mßYS,lfhda fndfydaúg fuu wjodkï 

.ek oek fkdisá;s' tneúka" ihsn¾ wdrlaIdj 

ms<sn|j jvd;a oekqj;a ùu iy wdrlaIs;j isàu iEu  

wfhl=f.au j.lSuls' fiajlhska w;r mßYS,l 

oekqj;aNdjh we;s lsÍu flfrys wdh;k jeä 

wjOdkhla fhduq l< hq;=h' mdi,a yd úYaj úoHd, o 

th wkq.ukh l< hq;=h'

b& cd;sl mß.Kl isÿùï m%;spdr lKavdhï ^CIRTs& 
iuÕ iómj lghq;= lsÍu

rgla ;=< ihsn¾ m%ydrhkag" ihsn¾ wdrlaIK m%;spdr 

iïnkaëlrKh lsÍu i|yd cd;sl uOHia:dkh f,i 

fiajh lrk mß.Kl isÿùï m%;spdr lKavdhï 

fndfyda rgj, msysgqjd we;' fï i|yd Y%S ,xldfõ 

msysgqjd we;s wdh;kh jkafka Y%S ,xld mß.Kl yÈis 

m%;spdr ixiohhs (Sri Lanka CERT). Tjqkaf.a fufyjr 

jkafka rdcH yd fm!oa.,sl wxYfha wdh;kj, iy 

idudkH ck;dj w;r f;dr;=re ;dlaIK Ndú;d 

lrkakka wdrlaId lsÍu h' tneúka" ́ kEu mqoa.,fhl=g 

fyda ixúOdkhlg wjYH úfgl ihsn¾ wdrlaIKh 

iïnkaOfhka Tjqkaf.a fiajdjka iy WmfoaYkh ,nd 

.; yelsh'

iudma;sh

jix.; ;;a;ajh;a iu. Woa.; ù we;s ihsn¾ ;¾ck 

ie,ls,a,g .ksñka ihsn¾ wdrlaIKh" wdh;k 

uKav, ;=, úfYaI wjOdkhg ,la jk ud;Dldjla 

njg m;a úh hq;=h' jix.;fha fojk /,a, yryd 

.uka lrk w;r;=r ;=kajk /,a,la we;s úh yels 

njg ie,ls,su;a fjñka iEu wdh;khla u ihsn¾ 

m%ydr je<elaùfï mshjr l%shd;aul l< hq;= w;r 

ihsn¾ m%ydr y÷kd .ekSu" m%;spdr oelaùu iy 

m%;sidOk yelshdjka Yla;su;a lr .; hq;=h' wo 

mj;sk iïnkaê; f,dalfha ihsn¾ wmrdO j,ska 

wdrlaId ùu iEu mqoa.,fhl=f.au j.lSuls' ta w;ru" 

ihsn¾ wmrdOj,g tfrysj igka lsÍug iy j¾;udk 

iy wkd.; mrïmrdjka i|yd wdrlaIs; f,dalhla  

f.dvke.Sug wdh;ksl" wdxYsl" cd;sl iy cd;Hka;r 

uÜgñka iduQysl m%fõYhla wjYH fõ'


