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 2'4 ldâm;a ysñhkaf.a o;a; ms<sn| ryiHNdjh iqrlaIs; lr .ekSug iy ldâm;a wxlh" ldâm;a wdrlaIK fla;h iy 

l,abl=;aùfï †kh jeks ldâm;a ysñhkaf.a ixfõ° f;dr;=re ,nd.ekSug fiajd iemhqïlrejkag fkdyels njg 

n,m;%,dNS uQ,H w;am;alrejka úiska iy;sl úh hq;=h'

 2'5 n,m;%,dNS uQ,H w;am;alrejka úiska w∞< wka;r®cd, f.ùï fõ†ldj$oajdrh yryd is≥ lrkq ,nk .kqfokqj,g w∞< 

f.ùï myiqlu ie,iSu i|yd tla tla wka;r®cd, f.ùï fõ†ldj$oajdrh i|yd n,m;%,dNS uQ,H w;am;alrejkag wh;a 

fjka lrk ,o .sKqula n,m;%,dNS uQ,H w;am;alrejka úiska mj;ajdf.k hd hq;=h' widr®:l fyda újd†; .kqfokq 

i|yd uqo,a wdmiq °ug o fuu .sKqu yryd myiqlï ie,fikq we;'

 2'6 wruqo,a ,eîfuka miq jHdmd˙l †k ;=kla ^03& we;=<; fjf<∫kag wjidk f.ùï is≥ flfrk njg n,m;%,dNS uQ,H 

w;am;alrejka úiska iy;sl úh hq;=h'

 2'7 wka;r®cd, f.ùï fõ†ldjla$oajdrhla udr®.fhka is≥ lrk ,o .kqfokq iïnkaO .egÆ úi£u i|yd f.ùï ldâm;a 

fhdackd l%uhg w∞< wdrjq,a ksrdlrKh ls¯fï udr®f.damfoaY wkqj n,m;%,dNS uQ,H w;am;alrejka úiska wdrjq,a 

ksrdlrKh ls¯fï hdka;%Khla jeä†hqKq l< hq;=h'

 2'8 wka;r®cd, f.ùï fõ†ldfõ$oajdrfha fufyhqï" n,m;%,dNS uQ,H w;am;alrejka úiska wëlaIKh l< hq;=h'

3' n,m;%,dNS uQ,H w;am;alrejka úiska wka;r®cd, f.ùï fõ†ldj$oajdrh ;=< ldâm;a f.ùï i|yd myiqlï ie,iSug 

fmr" Y%S ,xld uy nexl=fõ wkque;sh ,nd .ekSu i`oyd n,m;%,dNS uQ,H w;am;alre yd fiajd iemhqïlre úiska w;aika 

ls¯ug kshñ; .súiqfuys msgm;la n,m;%,dNS uQ,H w;am;alrejka úiska b†˙m;a l< hq;=h' tla tla wka;r®cd, f.ùï 

fõ†ldj$oajdrh i|yd fjka fjka jYfhka fiajd iemhqïlrejka iu. n,m;%,dNS uQ,H w;am;alrejka .súiqï ;nd.; 

hq;=h'

4' wka;r®cd, f.ùï fõ†ldj$oajdrh yryd f.ùï ldâm;a u`.ska is≥ flfrk úoHq;a jd◊c .kqfokq w;am;a lr .ekSfï° 

w∞< jk kS;s yd fr.=,dis j,g wkql+, jk njg n,m;%,dNS uQ,H w;am;alrejka iy;sl úh hq;=h' 

5' tla tla wka;r®cd, f.ùï fõ†ldj$oajdrh i|yd we.hSï jdr®;djla ff;%udislj Y%S ,xld uy nexl=fõ f.ùï iy mshùï 

fomdr®;fïka;=jg n,m;%,dNS uQ,H w;am;alrejka úiska b†˙m;a l< hq;=h'

iS' f–' mS' is˙jr®Ok

ksfhdacH wêm;s

udr®f.damfoaY wxl( 01$2018

f.ùï myiqlï ,ndfok cx.u fhÿï uDÿldx.hkag wod<  
wju wkql+,;d m%ñ;Ska i|yd jQ ud¾f.damfoaY

2005 wxl 28 ork f.ùfï iy fíreï ls¯fï moaO;s mkf;ys" j.ka;s wxl 44 m%ldrj" n,m;%,dNS jdKsc nexl=" n,m;%,dNS 

úfYaIs; nexl=" uQ,H iud.ï fyda n,m;%,dNS cx.u ≥rl:k wdY%s; úoHq;a uqo,a moaO;s l%shdlrejka fufyhjk fyda cx.u 

≥rl:k fh≥ï uD≥ldx. wdY%s; f.ùï imhk fyda myiqlï imhk fyda w∞< l%shdjkays ksr; jk ´kEu wdh;khla ^ñkau;= 

f.ùï fiajd imhkakka f,i i|yka& i|yd w∞< jk wju wkql+,;d m%ñ;Ska ksr®foaY ls¯ug fulS udr®f.damfoaY ksl=;a lr 

we;'

fuu udr®f.damfoaY u.ska cx.u fh≥ï uD≥ldx." fjí fiajd" fiajd∞hl m˙.Kl o;a; .nvd ^Server side databases&" wdhpk 

^Storage& yd m˙.Kl ikaksfõok cd, wd†hg muKla iSud fkdù f.ùï iïnkaO cx.u fh≥ï uD≥ldx. wdY%s; iuia: moaO;shu 

wdjrKh jkq we;'

fulS udr®f.damfoaY" 2018 ckjd˙ 18 jk †k isg n,d;aul jk w;r f.ùï fiajd imhkakka úiska ls%hd;aul lrk ishÆu 

f.ùï wdY%s; cx.u fh≥ï uD≥ldx. i|yd Y%S ,xld uy nexl=fõ wkque;sh ,nd.; hq;=h'

2'   ksr®jpk$wr®: ±laùï

 fuu udr®f.damfoaYfhys Ndú;d lr we;s ´kEu wjia:djl ° my; ±lafjk mo fuys i|yka whq˙ka wr®: ±laúh hq;=fõ' 

.sKqu wjysr ls¯u 

^Account Lockout&
: uqrmoh wkqudk lrñka hï .sKqulg wkjirfhka msúiSug ork W;aidyfha° ksYaÑ; widr®:l 

jdr .Kklg miq tlS W;aidyh je<elaùu i|yd .sKqu wjysr lr ±ófï l%ufõoh" .sKqu wjysr 

ls¯u f,i y∫kajkq ,efí'

i;Hdmkh

^Authentication&(
: m˙YS,lfhl=f.a wkkH;;dj ;yjqre ls¯u yd m˙.Kl.; f;dr;=re ,nd .ekSug w∞< 

m˙YS,lhd i;= iq≥iqlï m¯laId ls¯u i;Hdmkh f,i y∫kajkq ,efí' 

n,h mej¯u 

^Authorization&
: m˙YS,lhdg fyda fiajd∞hlhdg moaO;sfha we;s f;dr;=re yd iïm;a fj; m%fõY ùug we;s 

jrm%ido fyda l=uk uÜgfï f;dr;=re fj; m%fõY ùug bv i,ikjdo hkak ;SrKh ls¯fï 

wdrlaIK l%ufõoh n,h mej¯u f,i y∫kajkq ,efí'

WmfhdacH;djh 

^Availability&
: ld,dkqrEmSj yd úYajikSh f,i f;dr;=re fj; msúiSu;a tajd Ndú;d ls¯u;a iy;sl ls¯u 

WmfhdacH;dj fõ'

iy;sl wêld˙h 

^Certificate Authority&
: ä‚g,a wdh;khl wka;r®cd,fha we;s wkkH;dj i;Hdmkh lrñka ä‚g,aa iy;sl ksl=;a lrk 

úYajikSh wdh;kh" iy;sl wêld˙h f,i y∫kajhs'

malavika
Text Box
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iy;sl weñ”u 

^Certificate Pinning&
: fiajd,dNshd fiajd∞hl m˙.Klh iu`. in|;djla f.dvk.k úg fiajd∞hl m˙.Klh ish SSL 

(Secure Socket Layer) iy;slh iu.ska m%;spdr olajhs' fulS iy;slh cx.u fh≥ï uD≥ldx.hg 

úYajdijka; iy;sl wêld˙hla úiska ksl=;a lrk ,o tlla kï muKla in`o;djhg wjir 

ysñfõ'

n,m;%,dNS uQ,H w;am;alre 

^Licensed Financial 
Acquirer& 

: n,m;%,dNS uQ,H w;am;alre hkafkka f.ùï udr®.hla f,i ldâm;a ysñhkaf.a f.ùï ldâm;a 

m%;s.%yKh ls¯u iy ldâm;a ysñhka úiska ñ,° .;a NdKav yd fiajdjka j, w.hka ;=kajk 

mdr®Yajhla fj; m%;smQrKh ls¯u yd$fyda ldâm;a ysñhka úiska ,nd.;a uqo,a w;a;sldrï m%;smQrKh 

ls¯u i|yd 2013 wxl 01 ork f.ùï ldâm;a iy cx.u ≥rl;k wdY%s; f.ùï moaO;s i|yd jk 

ksfhda. hgf;a n,m;% ,nd we;s ´kEu wfhl= fyda wdh;khla woyia fõ'

ixlaIsma;lrKh$wju ls¯u

^Minification&
: uD≥ldx.hg wod< uQ,dY% fla;fhys l%shdld˙;ajh fkdfjkiaj mj;ajd .ksñka  tys we;s wkjYH 

mo bj;a ls¯fï l%shdj,sh" ixlaIsma;lrKh$wju ls¯u f,i woyia fõ'

ixlaIsma; .=Kkh$w∫re 

ls¯u

^Obfuscation&

: fÉ;kdkaú;j f;areï .ekSug wmyiq fla; ksr®udKh ls¯u tkï" ñksidg wjfndaO lr .ekSug 

wmyiq jk uQ,dY% fyda hka;% fla;hka ksr®udKh ls¯u ixlaIsma; .=Kkh$w`≥re ls¯u f,i 

ye`†kafõ'

jrm%ido W;al%uKh

^Privilage Escalation& 
: uD≥ldx. fh≥ul fyda m˙.Kl fufyhqï moaO;shl f∞aIhla" ksuejqï mÆ≥ùula fyda wdlD;sfhys 

m%udo f∞aIhla Wmfhda.S lr .ksñka" m˙YS,lhka fj; fyda fh≥ula fj; idudkHfhka ksrdjrKh 

fkdlrk o;a; yd iïm;a m%fhdackhg .ekSu fyda ta i|yd W;aidy ±¯u jrm%ido W;al%uKh 

ls¯u fõ'

m¯laIK wjldYh

^Sand Box&
: m¯laIK wjldYh hkq Ndú;fha we;s l%uf,aL fjka lr .ekSfï wdrlaIK hdka;%Khhs' m¯laId 

fkdl< fyda úYajdi l< fkdyels l%uf,aL fyda fla; l%shd;aul ls¯u i|yd th ksr;=reju 

Ndú;d fõ'

ixfõ° o;a;

^Sensitive Data& 
: md˙fNda.sl wla; m;% ^Customer Credentials&" nexl= .sKqï wxl" f.ùï ldâm;a wxl fyda ta yd 

iudk f;dr;=re fuu ikaor®Nh ;=<° ixfõ° o;a; .Khg we;=<;a fõ'

fláld,Sk m%fõY fgdalkh

^Short-lived Access Token&
: fiajd,dNsfhl= ^Client& fiajdodhl ^Server& mrs.Klh yd iïnkaO ùug m%fõY fgdalkhla 

^Access Token& fhduq lrk wjia:djl° fiajd odhlh tu m%fõY fgdalkfhys we;s f;dr;=re u; 

mokïj fiajd ,dNshdf.a wkkH;djh ;yjqre lr .kS' fulS m%fõY fgdalk flá wdhq ld,hlska 

hq;= tajd fõ'

mdr®Yajlrejka

^Stakeholders&
: f.ùï fiajd imhkakka" uD≥ldx. úl=Kqïlrejka" fiajd imhkakka" m%;s,dN ,nk fjf<∫ka yd 

ú.Kljreka" fuu ikaor®Nh ;=<° mdr®Yajlrejka f,i y∫kajkq ,efí'

URL ixpd,kh

^Uniform Resource Locattor 
(URL)&

: URL ,smskfhys mrdñ;Ska fjkia ls¯fï ^fndfydaúg iajhxl%Shj& l%shdj,sh URL ixpd,kh fõ'

3' m%;sm;a;s iïmdokh ^Policy Formulation&

 3'1 ishÆu f.ùï wdY%s; cx.u fh≥ï uD≥ldx. yeisrùu i|yd jHdmd˙l wruqKq" m%ñ;Ska" wkql+,;djhka" udr®f.damfoaYk" 

md,k úê" j.lSï yd nerlï wdjrKh jk m˙† m%;sm;a;s f,aLkhla ieliSu f.ùï fiajd imhkakka úiska is≥l< 

hq;=h' Tjqkag fuu f,aLkh jdr®Islj yd wjeis wjia:dj,° ixfYdaOkh l< yelsh'

 3'2 ishÆu f.ùï wdY%s; cx.u fh≥ï uD≥ldx. ksr®udKh yd ixjr®Ok lghq;=j,° fuu m%;sm;a;s f,aLkfhys i|yka 

lreKq rduqjla f,i fhd∞ .; hq;= w;r ta ms<sn|j ishÆu mdr®Yajlrejka meye†,s f,i ±kqj;a l< hq;=h'

4'   m%f,aLkh$f,aLk iïmdokh ^Documentation& 

 4'1 w∞< ishÆu mdr®Yajhka úiska" ilik yd kv;a;= lrk ksr®udK Ys,am l%ufõo ^Architecture diagrams&" moaO;s wjYH;d 

ms˙ú;r" ;dlaI◊l f,aLk yd wfkl=;a m˙YS,l f,aLk wd° wjYH ishÆu f,aLk by;ska we;s 3 jk fldgfiys 

j.ka;sj,g wkql+,j ilid we;s njg" f.ùï fiajd imhkakd  úiska iy;sl úh hq;=h'

5'   Wmdx. ,shdm†xÑ ls¯u ^Device Registration&  

 5'1 isïm;a wxlh yd udOH m%fõY md,l fhduqj ^MAC Address& fyda wka;r®cd;sl cx.u WmlrK wkkH;d wxlh ^IMEI 
Number& we;=<;a Wmdx. y∫kd.ekSfï f;dr;=re Ndú;d lr" f.ùï fiajd imhkakka úiska m˙YS,l .sKqï iy cx.u 

WmlrK ,shdm†xÑ lr.; hq;= fõ'

 5'2 iEu f.ùï wdY%s; cx.u fh≥ï uD≥ldx. m˙YS,l .sKqulau Ndú;d ls¯ug wjir ,nd†h hq;af;a f.ùï fiajd 

imhkakd iu. ,shdm†xÑ lr we;s cx.u Wmdx. j,ska mu◊'

 5'3 iEu f.ùï iïnkaê; cx.u fh≥ï uD≥ldx. m˙YS,l .sKqula fjkqfjkau msúiqï yd uQ,H jákdlu u; mokï jQ 

.kqfokq i;Hdmk l%ufõohla wkq.ukh l< hq;=h'

6'   i;Hdmkh iy uqrmo m%;sm;a;s ^Authentication and Password Policy&
 fiajd odhlfha wka;fhka i;Hdmkh ls¯u i|yd my; oelafjk wju md,k Wml%uhka yd uqrmo m%;sm;a;s ls%hd;aul l< 

hq;=fõ'
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 6'1 i;Hdmk l%shdj,sh fiajd∞hl wka;fhka muKla is≥ l< hq;=h'

 6'2 .%dyl b,a,Sï i;Hdmk l%shdj,sfha° m˙YS,lhkaf.a f;dr;=re ^User Credentials) iïfm%aIKh fkdl< hq;= w;r ta 

i|yd fláld,Sk m%fõY fgdalkhla l%shd;aul l< hq;=fõ'

 6'3 isïm;a wxlh" Wmdx. y∫kajkh" uqrmoh$PIN wxlh iy f.ùï wdY%s; cx.u fh≥ug úfYaIs; jQ uD≥ldx. y∫kajkhla 

iu.ska l%shd lrk nyq idOl i;Hdmk l%ufõohla ^Multi Factor Authentication) ls%hd;aul l< hq;=h'

 6'4 uqrmo úkHdi.; ls¯u ^Configuration& iïnkaOfhka m%n, m%;sm;a;shla ls%hd;aul l< hq;=h'

 6'5 hï .sKqulg j,x.= fkdjk l%ufõohla Tiafia msúiSug W;aidy ork úg" tjeks W;aidy jdr lsysmhlg miq .sKqu 

w.=Æ ±ófï l%shdj,shla ia:dms; l< hq;= w;r" tu .sKqï kej; újD; ls¯ug wjYH jQ úg w∞< f.ùï fiajd 

imhkakd úiska ia:dms; iïu; wdrlaIK l%ufõohla wkq.ukh l< hq;= fõ'

 6'6 m%fõY wl%ñl;d iy is≥úh yels ;;ald,Sk wdl%uK wkdjrKh lr .ekSu ms◊i" i;Hdmk ;e;als¯ï ms<sn| jdr®;d 

;nd .ekSu;a wëlaIKh ls¯u;a l< hq;=h'

 6'7 wNHka;r iïm;aj,g msúiqï ksis f,i i;Hdmkh l< hq;=h'

7'   n,h mej¯u ^Authorization&

 n,h mej¯u iïnkaOj my; ±lafjk wju md,k l%ufõohka ls%hd;aul l< hq;=h'

 7'1 iEu wjia:djl°u" wju jrm%ido ms<sn| uQ,Or®uhka ^Principles of Least Privilege& wkq.ukh l< hq;=h'

 7'2 jrm%ido W;al%uKh yd URL  ixpd,khg w∞< jk md,k úêúOdk ls%hd;aul l< hq;=h'

8'  ieis fufyhùu ^Session Handling&

 ieis fufyhùfï° my; oelafjk wju md,khka ls%hd;aul l< hq;=h'

 8'1 ieis wkkH;d wxlh iiïNdùlrKhg ,laúh hq;=h' 

 8'2 lsishï f.ùï wdY%s; cx.u fh≥ula úkHdi.; ksYaÑ; ld, mr;rhla ksødYS,Sj$wl%Shj mj;sk úg tu m˙YS,lhd 

iajhxl%Shj .sKqfuka bj;a ls¯u ^Automatic User Log Off& l< hq;=h' 

 8'3 m˙YS,lhdg meye†,sj fmfkk yd myiqfjka Ndú;d l, yels .sKqï jrk l%uhla ^Log off method& ls%hd;aul l< 

hq;=h'

 8'4 m˙YS,lhd .sKqfuka msg;g meñfKk úg" w∞< fh≥u yd iïnkaO fláld,Skj yd ia:ßr f,i .nvd lr.;a ixfõ° 

o;a; we;akï tajd ish,a, l,a bl=;a ls¯u fyda uld ±óu is≥ l< hq;=fõ'

 8'5 cx.u WmlrKhla ke;sù fyda fidrdf.k we;s njg jdr®;d jQ úg" tu WmlrKfhka" w∞< f.ùï wdY%s; cx.u fh≥u 

fj; msúiSug we;s yelshdj wl%Sh lr ±ñh yels uOH.; l%ufõohla ia:dms; l< hq;=h' ;jo" hï .sKqulg tljr 

WmlrK lsysmhlska we;=Æùug W;aidy ork úg" fiajd∞hl wka;fhka ta nj y∫kdf.k m˙YS,lhd$.sKqï ysñhd 

fj; ta nj ikaksfõokh l<yels l%ufõohla ia:dmkh l< hq;=fõ'

9'   o;a; we;=`M ls¯u iy .nvd ls¯u ^Entering and Storing Data&

 9'1 n,m;%,dNS uQ,H w;am;alrefjl=f.a jiula ^Domain& ;=< fyda f.ùï wdY%s; fh≥ï uD≥ldx. o;a; wdrlaIK m%ñ;Ska 

^PA-DSS& hgf;a yd f.ùï ldâm;a lr®udka;h yd iïnkaO wdrlaIK m%ñ;Ska ^PCI-DSS& hgf;a iy;sl,;a cx.u 

fh≥ï moaO;shla ;=< ° muKla f.ùï ldâm;a wdY%s; o;a; .%yKh lr .ekSu is≥ l< hq;=h'

 9'2 f.ùï ldâm;a o;a; yereKqúg fiiq f.ùï wdY%s; ixfõ° o;a;hka .%yKh ls¯u$.nvd ls¯u" Y%S ,xld uy nexl=j 

úiska wkqu; yd kshdukhkag wkql+, iuia: moaO;shla ;=< muKla is≥ l< hq;=h'

 9'3 .sKqï wxl iy wfkl=;a ixfõ° f;dr;=re cx.u Wmdx.h ;=< .nvd fkdl< hq;=h'

 9'4 Wmdx.fhys we;s iiïNdù m%fõY u;lh ^RAM& ;=< we;s ixfõ° f;dr;=re iq≥iq m˙† iqrlaIs; l< hq;=h'

 9'5 o;a; .nvd ;=< o;a; .nvd ls¯ug fmr tu o;a;j, j,x.= Ndjh yd iqms˙is≥ Ndjh ;yjqre l< hq;=h' f.ùï wdY%s; 

cx.u fh≥ï uD≥ldx. yd iïnkaO jk o;a; .nvd" fiajdodhl-fiajdfhdacl hk fowka;fhkau ^Server side - Client 
side& ksis Wml%u fhd∞ wdrlaIdj ±ä l< hq;=h'

10'   ux.; fkdjk .kqfokq ^Offline&

 10'1 w.h rdYs.; ldâm;a ^Stored Value Cards& Ndú;d l< f.ùula fyda Y%S ,xld uy nexl=j úiska wjir fok ,o .kqfokq 

yereKq fldg" f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h" ux.; fkdjk .kqfokq ^Offline Transactions& i|yd wjir °ula 

fyda miqld,Skj iïfm%aIKh ls¯fï wruq◊ka .kqfokqjg w∞< o;a; Wmdx.h ;=< .nvd ls¯ula fkdl< hq;=h'

11'   ixfla;kh ^Cryptography&

 f.ùï wdY%s; cx.u fh≥ï uD≥ldx. ixfla;k we,af.da˙;u ie,iqï ls¯fï° yd Ndú;d ls¯fï° my; ±lafjk .=Kdx. 

Ndú;d l< hq;=h'

 11'1 f.ùï wdY%s; cx.u fh≥ï uD≥ldx. i|yd uQ,H lr®udka;h ;=< ms<s.;a ixfla;k we,af.da˙;u yd ixfla;k úêl%u 

fhd∞ .; hq;=h'

 11'2 ixfõ° o;a; iïfm%aIKfha° ^in transit& yd Ndú;fha fkdfhd∞ mj;sk wjia:djkays° .=ma; fla;kh ^Encrypt& lr ;sìh 

hq;=h' ;jo" f.ùï wdY%s; cx.u fh≥ï uD≥ldx.j, uqrmo wdrlaIK l%shdj,sfha° mQrKh ^Hashing& ls¯ug wu;rj 

;j;a fla; Wml%uhla ^Salt& Ndú;d l< hq;=fõ' 
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 11'3 mQrKhg w∞< .Kkh ls¯ï uQ,H lr®udka; m%ñ;Skag wkql+, úh hq;=h'

 11'4 .=ma; fla;khg w∞< fla;hka ^Encryption Keys& ksis wdrlaIK md,khkag hg;a fkdfldg cx.u Wmdx.fha .nvd 

lr ;eîu fkdl< hq;=h'

12'  m%jdyk ia;r wdrlaIKh 

 12'1 ishÆu ikaksfõokhka i|yd m%jdyk ia;r .=ma; fla;kh ^Encrypt& úh hq;=h'

 12'2 iy;sl weñ”u ^Certificate Pinning&" fhda.H úfYaI m%;spdr ±laùfï Wml%u ^Exception Handling& iu. ksisf,i 

ls%hd;aul  ls¯u iy Ndú;d ls¯u is≥ l< hq;=h'

 12'3 iy;sl weñ”fï l%shdj,sh u.yer hdug we;s wjia:d wju ls¯ug w∞< md,khka ia:dms; l< hq;=h'

 12'4 SSL iy;sllrKfha° f∞aI mek ke.=k úg ta i|yd ksis l%shd udr®. .kakd f;la f.ùï wdY%s; cx.u fh≥ï uD≥ldx. 

l%shd;aul ùu k;r l< hq;= w;r tjeks f∞aI iys; wjia:d fkdi,ld yer b†˙ mshjr .ekSu fkdl< hq;= fõ'

 12'5 f.ùï wdY%s; cx.u fh≥ï uD≥ldx. i|yd úYajdikSh iy;sl wêld˙hla úiska ksl=;a lrk ,o j,x.== SSL iy;sl 

Ndú;d l< hq;=h'

 12'6 tla jrla muKla Ndú;d lrk ;djld,sl uqrmoh ^OTP& yereKq fldg wfkl=;aa ishÆu ixfõ° o;a;hka USSD, SMS, 
MMS yd ksfõok ±kqï°ï wd° úl,am udOHhka Ndú;d fldg iïfm%aIKh fkdl< hq;=h'

13'  bx‚fkare m%;sjr®;kh yd ksf∞ia ls¯fï l%shdj,sh ^Reverse Engineering & Debugging&

 13'1 f.ùï wdY%s; cx.u fh≥ï uD≥ldx. l%shd;aulj mj;sk wjia:djkays° th ksf∞ia ls¯ug fyda f∞aIyrK ̂ Debug& i|yd 

lsis≥ f;jk mdr®Yajhla fj; wjir ,nd fkd†h hq;=h'

 13'2 f.ùï wdY%s; cx.u fh≥ï uD≥ldx.fhys ixlaIsma;lrKh ̂ Minification& iy ixlaIsma; .=Kkh ̂ Source Code Obfuscaion& 
hk ;dlaI◊l l%ufõohka Ndú;d l< hq;= fõ'

14'  whq;= fjkials¯ï wkdjrKh ^Tampering Detection& 

 14'1 fiajdodhl wka;fhys ̂ Server Side& wLKav;dj ;yjqre ls¯u i|yd;a fiajd,dNS fh≥fuys hï wksis yeisrùula we;akï 

th y∫kd.ekSu i|yd;a my; ±lafjk m¯laIdjka ia:dmkh l< hq;=h' f.ùï wdY%s; cx.u fh≥ï uD≥ldx.h 

wdrïNfha° fyda iq≥iq wjia:djkays° fuu m¯laIdjka l%shd;aul l<yels w;r tla m¯laIKhl° fyda" lsishï wl%sh;djla 

fyda ì|jeàula we;s njg jdr®;d jqjfyd;a w∞< fh≥u wl%sh l< hq;=h'

 14'1'1 fla; lÜg, j, mQrK w.hka (Hash Values) $ wdfõlaIK ftlHh (Checksum), fla; wdlD;sfha fldgila fyda 

iuia: jevigyk' 

 14'1'2 moaO;s f.dkqj, m%udKh$úYd,;ajh fyda f.dkq fjkia ls¯fï ld, uqødjka ^Time Stamps& ;yjqre ls¯u' 

 14'1'3 Odjk ld,h ;=< ° meflacfhys wkkH;djh ;yjqre ls¯u' 

 14'2 uQ,dY% fla;hka fj; m˙YS,lhdg m%fõY ùug wjir ° we;s (Rooted/ Jail broken) WmlrK ;=< f.ùï wdYs%; cx.u 

fh≥ï uD≥ldx.h ls%hd;aul ùug wjir ,nd fkd†h hq;=h' 

 14'3 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h ls%hd;aul jkafka ksf∞ial=re wkdjrK miqìul (Debugger) fyda wkq.dñl 

miqìul (Emulator) o hk j. wkdjrKh lr .ekSug l%ufõohla ;sìh hq;= w;r tjeks miqìul cx.u fh≥ï 

uD≥ldx.h ls%hd;aul ùu iajhxlS%hj je<elaùug l%ufõohla ia:dms; l< hq;= fõ' 

15'  f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h i|yd w∞< fufyhqï moaO;s wjirhkaa 

 15'1 f.ùï wdY%s; cx.u fh≥ï uD≥ldx.h l%shd;aul ls¯ug wjYH wju fufyhqï moaO;s wjirhka muKla w;am;a lr 

.ekSug lghq;= l< hq;=h' 

16' wdrlaIs; fla;kh ^Secure Coding&

 f.ùï fiajd imhkakka úiska my; i|yka ls%hdudr®. wkq.ukh l< hq;=h'

 16'1 cx.u fh≥ï uD≥ldx. ksr®udKh lrk mdr®Yaj úiska w∞< lr®udka;h wdYs%;j ms<s.;a wdrlaIs; fla;lrK Ndú;hka 

yd m%ñ;Ska ms<sme†h hq;=h' 

 16'2 f.ùï wdYs%; cx.u fh≥ï uD≥ldx. i|yd wj∞kï iy.;$w;yer oud we;s ixrpl" kshudj,s" mqia;ld," ;dlaI◊l 

msgm;a wd†h Ndú;d fkdl, hq;=h' 

 16'3 ixrpl$ kshudj,s$ mqia;ld,$ ;dlaI◊l msgm;a we;=<;a ls¯u u; f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h wj∞kï 

iy.; ;;a;ajhka fj; ksrdjrKh fkdúh hq;=h' 

 16'4 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.fhys ;dlaI◊l ≥n,;d fyda wj∞kï y∫kd.;a jydu tajdg ksis ms<shï fh†h 

hq;=h'

 16'5 m˙.Kl fla;h ;=< ixfõ° f;dr;=re iDcq l%ufõohla (Hard Code) Tiafia we;=<;a lr fkd;sìh hq;=h'

17'  wd∞k yd m%;s∞k l<ukdlrKh 

 17'1 ishÆu wd∞k yd m%;s∞k o;a;j, j,x.=Ndjh iy iqms˙is≥Ndjh fiajd∞hl m˙.Kl yd fiajd,dNs m˙.Kl 

fowka;fhkau ;yjqre l< hq;=h'

 17'2 ixfõ† f;dr;=re we;=<;a ls¯fï ° iajhxlS%hj iïmQr®K ùfï myiqlu wlS%hj mej;sh hq;=h' 
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 17'3 ixfõ° o;a; iïnkaê; ldr®hhkaj, ° miqre mqjrej (Clipbord)/ msgm;a lr we,ùu ^Copy-paste& hk myiqlï wlS%h 

ls¯ug w∞< md,khka ia:dms; l< hq;=h'

18'  f∞aI iy úfYaI wjia:djka yeisrùu  

 18'1 cx.u fh≥ï uD≥ldx.fhys mQr®K ls%hdld¯;ajhu wdrjKh jk m˙†" ksis f∞aI yeisrùfï ls%hdj,shla ia:dms; l< 

hq;=h'

 18'2 cx.u fh≥ï uD≥ldx.h m˙YS,kfha ° f∞aI iy.; ;;a;ajhka ms<sn| fyda wk;=re weÛùï ms<sn| iajhxlS%h ±kqï °fï 

m◊jqv ;=< ixfõ° f;dr;=re fyda bÛs we;=<;a fkdl< hq;=h' 

 18'3 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.fhys mek k.sk ishÆ f∞aI fiajd ∞hl m˙.Kl ;=< jdr®;d lr ;eìh hq;=h' 

19' fiajd∞hl m˙.Kl wdYs%; há;, myiqlï 

 19'1 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h iuÛ ikaksfõokh lrkq ,nk fiajd∞hl m˙.Kl iy fjí fiajd ksis f,i 

iqrlaIs; l< hq;=h' 

 19'2 fiajd∞hl m˙.Kl fj; m%fõY md,kh yd ú.Kkhkag w∞< jdr®;d fiajd∞hl m˙.Kl uÜgñka mj;ajd .; 

hq;=h'

 19'3 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.h u.ska Ndú;d fkdlrk o;a; yqjudre f∞rgq yd fiajdjka (Ports and Services) 
iEu úgu wlS%h ;;a;ajfha mej;sh hq;=h'

20' f,d.a jdr®;d iy o;a; ldka≥ ùu$ wkai;= ùu

 iúia;rd;aul .kqfokq ms<sn| f,d.a jdr®;d my; oelafjk m˙† mj;ajdf.k hd hq;=h'

 20'1 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.fhys we;sjk ì| jeàï ms<sn| o;a; yd jdr®;d" cx.u Wmdx.h ;=< .nvd fkdl< 

hq;=h' 

 20'2 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.fhys f,d.a jdr®;d ;=< lsis∫ ixfõ° o;a;hla we;=<;a fkdúh hq;=h' 

 20'3 f,d.a jdr®;djka cx.u fh≥ï uD≥ldx.h yd iïnkaO o;a; iuq∞hkag w∞< fiajd∞hl m˙.Kl j,ska úhqla;j 

mj;ajdf.k hk f,d.a fiajd∞hl m˙.Kl ;=< .nvd l< hq;= w;r tajdg ksis m%fõY md,k l%ufõohka ia:dms; 

l< hq;=h'         

 20'4 f,d.a jdr®;djka fjkia ls¯ï fyda úkdY ls¯ï j,ska wdrlaId lr .ekSu i|yd wdrlaIK l%ufõohla ia:dmkh l< 

hq;= w;r tajd fj; m%fõY ùu wjir,;a ks,Od¯kag muKla iSud l< hq;=h' 

 20'5 fiajd∞hl m˙.Kl iy iuia; moaO;shg w∞, f,d.a jdr®;d ú.Kkh i|yd ,nd †h hq;=h' 

 20'6 f,d.a jdr®;d wju jYfhka jir 6 l ld,hla r|jd.; hq;= w;r lsishï jQ w,dN ydkshlg w∞, f;dr;=re wdrlaId 

ls¯u i|yd iq≥iq yd m%udKj;a mshjr .; hq;=h' 

21'  f.ùï wdYs%; cx.u fh≥ï uD≥ldx. fla;hkays l;D ;yjqre lr .ekSfï l%ufõoh

  21'1 uD≥ldx.fhys l;D iy;sl ls¯u i|yd;a" tys fla;h fjk;a mdr®Yajhla úiska miqj fjkialr fyda úlD;s lr fkdue;s 

njg iy;sl ls¯u i|yd;a" f.ùï wdYs%; cx.u fh≥ï uD≥ldx. fj; ä‚g,a fla; w;aika l%ufõohla (Code Signing) 
Ndú;d lrk nj f.ùï fiajd imhkakd úiska ;yjqre l< hq;= fõ' 

 21'2 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.fhys ä‚g,a fla; w;aik i|yd Ndú;d lrk wdfõksl h;=re fla;h (Private Key) 
W;amdokh ls¯u" iqrlaIs;j .nvd ls¯u yd Wmia:dhkh hk lreKqj,g w∞< ls%hdjka f.ùï fiajd imhkakd úiska 

is≥ l< hq;=h'

 21'3 ä‚g,a fla; w;aika l%ufõoh iu. m%n, wdfõksl h;=re fla;hla (Strong Private Key) ilia l< hq;=h' 

22'  f;jk mdr®Yajhla i;= fh≥ï uD≥ldx. .nvd Ndú;d ls¯u yd jHdmd˙l fjí wvú fj; i;aldrl;ajh ,nd °u

 22'1 Google Play Store, Apple Store yd Windows Store wd° wkqu; fh≥ï .nvdj, muKla f.ùï wdYs%; cx.u fh≥ï 

uD≥ldx.h .nvd l< hq;= w;r f.ùï fiajd imhkakdf.a fjí wvúfhys fyda úl=Kqïlref.a fjí wvúfhys fyda 

fjk;a f;jk mdr®Yajhla i;= fjí wvúhlska ,nd .ekSug yelsjk m˙†  ia:dms; lr fkd;sìh hq;=h' 

 22'2 f.ùï wdYs%; cx.u fh≥u f;jk mdr®Yajhla i;= fh≥ï .nvdjka ;=< ia:dmkh lr fkdue;s nj ishÆu m˙Ys,lhska 

±kqj;a lr we;s njg w∞< fh≥ï uD≥ldx.fha ysñlrejka úiska ;yjqre l< hq;=h' 

23' ldr®h wLKav;dj yd ixfYdaOk l<ukdlrKh 

 23'1 uD≥ldx. ixjr®Okh ls¯fï „jk pl%h (SDLC) we;=Æ moaO;sfha úia;r" ixfYdaOk l<ukdlrKhg w∞< f;dr;=re 

iuÛ ksis wdldrj f,aLk .; l< hq;=h'

 23'2 f;jk mdr®Yaùh uD≥ldx.hla Ndú;d lrkafka kï" f.ùï wdYs%; cx.u fh≥ï uD≥ldx. ysñlre i;=j cx.u fh≥ï 

uD≥ldx.hg w∞< m%Nj fla;hg yd tys ishÆ ixfYdaê; wkqjdohka i|yd fhda.H tiafl%da úêúOdkhla (Escrow 
Arrangement) we;s nj f.ùï fiajd imhkakd úiska ;yjqre l< hq;= fõ' 

 23'3 f.ùï fiajd imhkakd úiska fhda.H wdm∞ m%;sidOk ^Disaster Recovery& iy w;s˙la;;d ^Redundancy) moaO;Ska 

mj;ajdf.k hd hq;=h'

 23'4 f.ùï wdYs%; cx.u fh≥ï uD≥ldx. wkqjdo msgm;a md,k ̂ Version Controlling& l%ufõohla mj;ajd .ekSu yd f,aLk.; 

ls¯u is≥ l< hq;=h' 
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 23'5 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.hg w∞< ishÆu ixfYdaOk i|yd iq≥iq ixfYdaOk l<ukdlrK ldr®h mámdáhla$ 

ixfYdaOk i|yd b,a,Sï l%ufõohla wkq.ukh l< hq;=h'  

24'  ú.Kkh  

 24'1 fjí fiajd" fiajd ∞hl m˙.Kl" o;a; .nvd iy ikaksfõok cd, we;=Æ f.ùï wdYs%; cx.u fh≥ï uD≥ldx.hg 

w∞< iuia; moaO;sh i|yd f;dr;=re moaO;s ú.Kkhla iy f;dr;=re wdrlaIKh iïnkaOj ú.Kkhla is≥ l< hq;= 

w;r fuu ú.Kkh f;dr;=re moaO;s ú.Kkh iïnkaO m%dud◊l yelshdjla we;s iajdëk" ms<s.;a f;jk mdr®Yaùh 

ú.Kljrfhl= u.ska is≥ l< hq;= fõ' 

 24'2 ia:ß;sl yd .;sl wdrlaIK úYaf,aIKhla" uQ,dY% fla; iudf,dapkhla" ksIamdok yd m¯laIK m˙irh ms<sn| 

újrKhla" wj∞kï ;lafiarelrKhla yd wkjir we;=Æ ùï u.ska moaO;sfha ia:dhS;djhg ydksúh yels wjia:d 

ms<sn| úur®Ykhla hk lreKq iu. fjk;a wjYH wx. we;=<;ajk m˙† ú.Kk úIh m:h ia:dmkh l< hq;=h' 

 24'3 f.ùï wdYs%; cx.u fh≥ï uD≥ldx.hg wod<j uq∞ y˙k tla tla ksl=;+ka ^Software Releases&" uD≥ldx.h i„ù f,i 

l%shd;aul ls¯ug fmr" fuu udr®f.damfoaY iy f;dr;=re wdrlaIK ú.Kk wjYH;dj,g wkql+, úh hq;= w;r w∞< 

ishÆu hdj;ald,Sk ls¯ï yd f∞aI wdjrK lghq;=j, ° is≥jk fjkialï o tys we;=<;a úh hq;=h'

 24'4 ishÆu iïmd†; ú.Kk jdr®;djka ;=< ú.Kk lKavdhfuys ishÆu idud‚lhkaf.a jD;a;Suh w;a±lSï" Ydia;S%h yd 

jD;a;Sh iq≥iqlï we;=Æ úia;r we;=<;a úh hq;=h' 

iS'f–'mS' is˙jr®Ok

ksfhdacH wêm;s

fhduq wxlh( 34$07$029$0001$002                      2018 wfm%a,a 09

pl%f,aL wxlh: f.ùï iy mshùï moaO;s pl%f,aL wxl 01$2018

,xldfiÜ,a moaO;sfha ishÆu iyNd.s;aj wdh;k fj;"

2018 wfm%a,a 20 jeks Èk ,xldfiÜ,a moaO;sfha .kqfokq fõ,djka iSud lsÍu 
2018 wfm%a,a 14 jeks fikiqrd∞ †kg fh° ;snQ isxy, yd fou< w`M;a wjqreoaog ys,õ jYfhka" Y%S ,xld uy nexl=j úiska 

,xldfiÜ,a moaO;sfha iyNd.s;aj wdh;kj, .kqfokq fõ,djka 2018 wfm%a,a 20 jeks †k fm'j' 8'00 isg m'j' 3'00 olajd iSud 

ls¯ug ;SrKh lr we;' ta wkqj" 2018 wfm%a,a 20 jeks †k uOHyak 12'00 ka miq ,xldfiÜ,a moaO;sfha fufyhqï ld, igyk 

my; i|yka m˙† ixfYdaOkh lr we;'

fufyhqu ixfYdaê; fõ,dj 

újg m%;sñ,° .ekSï$m%;súl=Kqï ^fjkafoaish& mshùu 1245 meh

nyqúO Y=oaO mshùï - Y%S ,xld wka;r® nexl= f.ùï moaO;sh ^fojk w†hr& 1300 meh

nyqúO Y=oaO mshùï - .e,mqï ksIaldYkh iy mshùï ksIaldYkh 1400 meh

f;jk mdr®Yaùh .kqfokq i|yd wjika fõ,dj 1415 meh

iajhxl%Sh fg,r® hka;% i|yd jQ fmd≥ hdka;%Kh ^fojk w†hr& iy úoHq;a wruqo,a mej¯ï i|yd jQ 

fmd≥ hdka;%Kh ^fojk w†hr& 

1415 meh

nyqúO Y=oaO mshùï - Y%S ,xld wka;r® nexl= f.ùï moaO;sh ^f;jk w†hr& fkdmj;S

ks;H ;ekam;= myiqlu mshùu 1430 meh

oji we;=<; øjYS,;d myiqlï wdmiq f.ùu iy ks;H Kh myiqlu mshùu 1445 meh

moaO;sh .kqfokq i|yd jeiSu 1500 meh

moaO;sh ixjD; ls¯u 1530 meh

ã' l=udr;=x.

wOHlaI" f.ùï iy mshùï

pl%f,aL wxlh: f.ùï iy mshùï moaO;s pl%f,aL wxl 02$2018       2018 cqks 07

fhduq wxlh: 34$07$029$0001$002

,xldfiÜ,a moaO;sfha ishÆu iyNd.s;aj wdh;k fj;"

2018 cqks 13 iy 14 jeks Èkhkays§ ,xldfiÜ,a moaO;sfhys iÔù fufyhqï lghq;=  
m%;sm%dma;s jevìfuys isg isÿ lsÍu 

Y%S ,xld uy nexl=j úiska ish jHdmdr wLKav;d ie,iqï m¯laIdjg ,la ls¯fï wruqK we;sj 2018 cqks 13 iy 14 jeks †khkays° 

^n∞∞ iy n%yiam;ska∞& ,xldfiÜ,a moaO;sfhys ^;;ald,Sk o, mshùï moaO;sh iy ,xldfilHq moaO;sh& iy wksl=;a w∞< 

moaO;Skays fufyhqï lghq;= m%;sm%dma;s jevìfuys isg is≥ lrkq ,nk nj fuhska ±kqï fokq ,efí' 

malavika
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